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(57)Abstract 

PROBLEM TO BE SOLVED: To make communication 
connected with Internet or the like efficient and improve 
its speed, by satirically supplying a route at every 
external connection in a network layer, binding each kind 
of communication executed at every external connection 
in both end transport layers and supplying them as one 
kind of communication to a high order layer. 
SOLUTION: IP addresses and port numbers are given at 
the both ends of respective cub-flows (A) 210 and (X) 
220 in the same way as TCP. A candidate address and 
the candidate port number coming them designate an 
address and a port at the Source side of a total flow 
200. Besides, a sequence number concerning a transfer 
packet is given as the sequence number of TCP. In 
addition to it, a total sequence number, for example, as 
the arrangement order of data in the case of binding the 
sub-flows (A) 210 and (X) 220 is given as the option of 
TCP. At the side of a Destination, received data is re- 
constituted in order of the total sequence number. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The transport layer multHink correspondence procedure characterized by bundling the 
communication link for every external connection path by the transport layer, and providing as 
one communication link to the upper layer in the communication link of the multi-homed 
connection environment which has two or more external connection to a network. 
[Claim 2] The transport layer multi-link correspondence procedure characterized by making the 
communication link for every external connection path into a subflow, making into a total flow 
the communication link which bundled this subflow, performing the flow control according to the 
communication link engine performance of the path concerned by each subflow in a transport 
layer multHink correspondence procedure according to claim 1. and performing assignment of 
the load according to the condition of each subflow, and deletion and an addition of a subflow in 
a total flow. 

[Claim 3] The transport layer multHink correspondence procedure characterized by giving the 
total sequence number which shows the sequence at the time of bundling the communication 
link for every path to a transfer packet in addition to the sequence number of the communication 
link for every path in claim 1 and the transport layer multHink correspondence procedure of two 
publications. 

[Claim 4] The transport layer multi-link correspondence procedure characterized by increasing 
every one connection in a transport layer multHink correspondence procedure according to 
claim 1 to 3 in case connection of a multHink is started. 

[Claim 5] The transport layer multHink correspondence procedure characterized by stretching 
two or more connection in parallel, and bundling it later in a transport layer multi-link 
correspondence procedure according to claim 1 to 3 in case connection of a multHink is started. 

[Claim 6] The transport layer multi-link correspondence procedure characterized by preparing a 
physical data link for every external connection, and connecting a host and a router to each data 
link in a transport layer multHink correspondence procedure according to claim 1 to 5. 
[Claim 7] The transport layer multHink correspondence procedure characterized by building as a 
network which divides a single physical interface into two or more imagination logic data links, 
and leads to each external connection for every logic data link in a transport layer multHink 
correspondence procedure according to claim 1 to 5. 

[Claim 8] The host and router which are connected through a network in a transport layer multi- 
link correspondence procedure according to claim 1 to 5 are a transport layer multHink 
correspondence procedure characterized by having two or more IP addresses physically or 
logically, and matching each IP address with each external connection. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the communication technology between hosts, 
routers, etc. which were connected through the Internet or a private network, and relates to the 
suitable transport layer multHink correspondence procedure for improvement in communication 
link effectiveness in detail in the environment of the multi-homed connection which has two or 
more external connection to the Internet etc. 
[0002] 

[Description of the Prior Art] Current and a TCP/IP protocol group are used for the 
communication link between devices, such as a host and a routerjn the communication link of 
the Internet environment By the TCP/IP protocol group, each protocol is constituted 
hierarchical, and the configuration consists of a "link layer", "a network layer (IP)", "the 
transport layer (TCP and UDP)", and the "application layer", as shown in drawing 2 . A "link 
layer" controls a physical side face with a physical interface etc. and a driver. A "network layer" 
controls migration of the packet from the edge on the Internet to an edge (End-to-End), and IP 
(Internet Protocl), ICMP (Internet Control MessagreProtocol), etc. are used. The "transport 
layer" controls the data flow for two sets of hosts, and multiplexing, and UDP (UserDatagram 
Protocol) which offers TCP (TrnsmisstonControl Protocol) which offers a reliable communication 
link, and a simple datagram transfer is used. The "application layer" performs processing 
depending on each application. 

[0003] Two topologies, the single topology which connects with a single external organization 
and, on the other hand, performs all Internet communication links through the single external 
organization in the connection during the organization of the Internet environment, and the 
multi-homed topology which carries out direct continuation to two or more external 
organizations, uses those external connection properly suitably, and communicates with the 
Internet, are used. 

[0004] Path control of packet delivery is performed in the Internet by IP which is the protocol of 
a "network layer." In IP, a path is used alternatively, and the path of the packet which goes to a 
certain destination is changed as much as possible, is twisted (it is stable), and is usually 
employed like. In delivery of the packet addressed to the network which is making multi-homed 
connection in a multi-homed connection environment, the network which is making multi-homed 
connection publicizes the path information addressed to a self-network to each of two or more 
external connection, it is that an external network determines a delivery path based on the path 
information, and selection of two or more paths is performed. Moreover, in the delivery of the 
packet from a network which is making multi-homed connection, based on the path information 
acquired from each of two or more external connection, it is determining a path in a self- 
network, and selection from two or more paths is performed. 

[0005] In the data link layer, it considers as the technique accelerated using a low speed link two 
or more, and the multi-link technique is used. It realizes as an escape of PPP (Point-to- 
PonitProtocol), and this is used for governing two or more mainly homogeneous data links. 
[0006] 
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[Problem(s) to be Solved by the Invention] although a path is chosen by the network layer 
according. to the framework of the present "path control in a network layer" in case it 
communicates with the specific partner of a network to the external network which is making 
multi-homed connection — this — the inside of a network — being dynamic (time) — since it 
cannot respond to the situation of the traffic to change, the path is not necessarily the optimal 
path to the communication link of the transport layer. That is, the path control of a network 
layer is the path control according to the weight, priority, path length, etc. of pass, and the path 
which these do not necessarily express the condition of having taken the actual congestion of 
the moment etc. into consideration, and was chosen is not not necessarily the maximum high 
speed. 

[0007] Moreover, if it sees from a multi-homed network, in order to use alternatively from two or 
more paths, two or more external connection cannot be used up effectively. Therefore, the path 
cannot be used even if allowances are in bands other than the path currently used for the 
present communication link. Furthermore, routing information increases as compared with the 
number of the networks which make multi-homed connection, and a burden is placed on routing. 
[0008] The purpose of this invention is in a multi-homed connection environment to enable the 
selection of a dynamic communication path and the efficient use of two or more external 
connection according to the situation of actual data transfer, and realize increase in efficiency of 
the communication link between hosts, routers, etc. which were connected through the Internet 
or a private network, and improvement in the speed. 
[0009] 

[Means for Solving the Problem] In a network layer, this invention offers statically the path for 
two or more external connection of every, and offers in a bundle each communication link (each 
link) which carried out for every external connection path as one communication link to (this is 
called multi-link) and the upper layer by the transport layer of both ends. 
[0010] The flow control according to the communication link engine performance of a path is 
performed by the communication link (subflow) for every path, and deletion and an addition of a 
subflow are processed distribution of the burden according to the condition of each subflow, and 
if needed by the total flow which bundled each subflow. 

[001 1] This invention enables it to communicate using the optimal path according to the 
communication link effectiveness at the time of the communication link by the transport layer 
out of two or more paths in a multi-homed connection environment. Moreover, it becomes 
possible to communicate efficiently using two or more paths. 
[0012] 

[Embodiment of the Invention] Hereafter, a drawing explains the gestalt of 1 operation of this 
invention. Drawing 1 is the conceptual diagram of the protocol stack in the transport layer multi- 
link communication link of this invention. Here, the transport layer is divided into TCP, UDP, and 
a multi-link although the configuration of a ring layer, a network layer, the transport layer, and 
the application layer is fundamentally [ as drawing 2 ] the same. TCP of a link layer, a network 
layer, and the transport layer and the group of UDP exist virtually for every path of two or more 
external connection ( drawing 1 3 sets), bundle each communication link (link) performed for 
every path in the multi-link layer of the transport layer (multi-link), and offer it as one 
communication link to the application layer of a high order. Below, the example which extends 
TCP and realizes the transport layer multi-link communication link of this invention is explained 
in full detail. 

[0013] Each host using a transport layer multi-link communication link has two or more IP 
addresses physically or logically. Two or more of these IP addresses that one host has are 
equivalent to each external connection, respectively, and serve as external connection to which 
the path used for a packet transfer according to a sending agency IP address corresponds. That 
is, two or more paths in the combination of two or more sending agency IP addresses (source 
address) and a destination IP address (destination address) are realized. 
[0014] The conceptual diagram of a transport layer multi-link communication link in case 
external connection is two as an example is shown in drawing 3 . In drawing 3 , 10 takes as the 
host of an origination side (source side), and 20 is taken as the host of a receiving side 
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(destination side). The host 10 is connected to the external networks A and X through the router 
101 and the router 102, respectively. Corresponding to this the external connection of each, the 
host 10 has two IP addresses, X. "A. B.s1.s2" and "Y.t1.t2." A hosts 20 IP address is set to 
"D." A packet 1 10 is transmitted to a host 20 in the path of a router 101 and Network A from a 
host 10 with the combination of the transmitting agency address (source address) "A. B.s1.s2" 
and a destination address (destination address) "D." Moreover, a packet 120 is transmitted to a 
host 20 in the path of a router 102 and Network X from a host 10 with the combination of the 
transmitting agency address "X. Y.t1 .t2" and a destination address "D." In addition, although a 
transmitting agency port number (source port number) and a destination port number 
(destination port number) also exist in a TCP/IP packet, in drawing 3 , it has omitted for 
simplification. 

[0015] Here, the communication link of the end to end which bundled a subflow, and a call and its 
subflow for the communication link for every path which passes along each external connection 
is called a total flow. Application uses this total flow like the conventional communication link. 
[0016] The conceptual diagram of the relation between a subflow and a total flow is shown in 
drawing 4 . In drawing 4 , 200 is a total flow and 210 and 220 are the subflows A and X. Each 
subflows 210 and 220 perform a usual flow control and a usual congestion control corresponding 
to the communication link engine performance of the path concerned like TCP, and the total flow 
200 performs processing called assignment to the transfer data to a subflow, and deletion and an 
addition of a subflow according to the information on the communication band of each subflows 
210 and 220 etc. 

[0017] Next, the processing in TCP is explained concretely. The same usual IP address and same 
usual port number as TCP are attached to the both ends (the source, destination) of each 
subflow. Here, one IP address in the IP address attached to two or more subflows for every 
communicative edge is called the representation address. Moreover, a port number calls any one 
a representation port number similarly. This representation address and a representation port 
number are used as what specifies the address port by the side of the local of a total flow 
(source side). Moreover, as a sequence number of TCP, the sequence number (subflow sequence 
number) about the transfer packet for every subflow is given, and each subflow is processed as 
1 connection of the conventional TCP. In addition, the data at the time of bundling a subflow 
arrange, and a total sequence number is given as an option of TCP as order. This total sequence 
number expresses the sequence of data before dividing into each subflow, and reconfigurates the 
data received by each subflow in order of this total sequence number in a receiving side. 
[0018] The example of the factice / total sequence number given to drawing 5 at the transfer 
packet of each subflow is shown. Data 1, data 2, and data 5 being the paths of the subflow (A) 
210, and data 3 and data 4 being the paths of the subflow (X) 220, and transmitting the data of a 
configuration as this shows drawing 6 to a host 10 to the host 20, respectively is shown. In this 
case, in the host 1 0 by the side of the source, 1 , 2, and 3 are attached to data 1 , data 2, and 
data 5 as a sequence number (subflow sequence number) of TCP, respectively, and, similarly 1 
and 2 are attached to data 3 and data 4 as a sequence number of TCP, respectively. This is the 
same as usual. In addition, in a host 10, the total sequence numbers 1-5 are attached to data 1 - 
data 5 using the option of TCP. Although omitted in drawing 5 , the group of the IP address port 
number of the source/destination is given to each packet, thereby, data 1, data 2, and data 5 are 
transmitted in the path of the subflow (A) 210, and data 3 and data 4 are transmitted in the path 
of the subflow (X) 220. In the host 20 by the side of a destination, the data 1-5 which show the 
data received by each SABUFURO 210,220 course to drawing 6 according to the total sequence 
number to which it is given by each data in the bundle as a total flow 200 are reconfigurated. 
[0019] In addition, in drawing 5 , the group "A. B.s1.s2, P1" of the IP address enclosed with a 
broken line and a port number shows the representation address and a representation port 
number. Of course, it is possible to make X. other "Y.t1.t2, P2" into the representation address 
and a representation port number. 

[0020] Connection of each subflow is the same as that of handshaking of TCP. Two or more 
subflows are started, it is sufficient in a bundle, and there are five, SETUP, ATTACH, DETACH, 
SHUTDOWN, and RECOVERY, as a procedure of releasing the subflow which became 
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unnecessary. 

[0021] SETUP is the processing which starts connection of a multi-link, and has sequential 
setup which increases every one connection of a subflow, and concurrent setup which stretches 
connection of two or more subflows in parallel, and bundles it later. 

[0022] In Sequential Setup, the option of MP(MultHink Extension Protocol)_REQUERST is first 
attached about the subflow which passes along a one-eyed path, and the setup by 3-way 
handshake of TCP is performed. When the communications partner supports the transport layer 
multi-link, ACK which attached the option of MP_GLANTED on the occasion of 3-way handshake 
is returned. The identifier (flow identifier) which identifies a total flow is given to the message of 
this MP_GRANTED (every one ID per each direction of connection is given). When connection 
with a one-eyed path goes wrong, the subflow which passes along other paths is chosen, and the 
same setup is performed. In Sequential Setup, the local address port of connection of this 
beginning turns into the representation address and a representation port. If the set of a subflow 
is completed, a communication link will be started using the subflow (it adds to the usual 
sequence number at each packet, and a total sequence number is **********). About the 
subflow of other paths, the subflow is added by ATTACH processing described later. The 
conceptual diagram of Sequential Setup is shown in drawing 7 . 

[0023] On the other hand, in Concurrent Setup, connection of the subflow of the number of 
larger arbitration than one of the paths which have more than one is set up in coincidence. In 
this case, the address and the port number by the side of a local are first acquired about each 
path set up in coincidence. And a flow identifier is attached to the option of MP_REQUEST in the 
case of the setup of each subflow. This flow identifier is used [ that two or more TCP 
connection (two or more subflows) is one multilinked connection and ] for a discernment sake. 
When the direction which receives connection supports the transport layer multi-link, the other 
party address and the port of a connection request which arrived first are made into the 
representation address and the representation port of the other party (connection initiation side) 
of the connection, the representation address and representation port, and flow identifier are 
attached to the option of MP_GRANTED, and ACK of 3-way handshake is returned. About the 
subflow after the second, MP_GRANTED which attached the representation address and the 
representation port of a total flow, and the flow discernment ID is returned with ACK. The 
conceptual diagram of Concurrent Setup is shown in drawing 8 . 

[0024] A subflow is added in ATTACH (refer to drawing 7 ). In the case of ATTACH, the option 
and flow identifier of MP.ATTACH are attached to the partner corresponding to a multi-link, and 
a subflow is connected at it. If the total flow expressed in the representation address and a 
representation port is in a still open condition, the other party will attach MP_ATTACHED and 
will return ACK. If the setup of a subflow is completed, some data of a total flow will be started 
(in addition to the usual sequence number, a total sequence number is henceforth attached to 
each packet). The addition of the subflow by this ATTACH can consider generating in the time of 
changing the condition of other subflows sharply, the periodic trigger in fixed time amount, etc., 
when the amount of transfers of a total flow increases suddenly besides above-mentioned 
Sequential Setup. 

[0025] DETACH deletes a subflow. Deletion of the subflow by DETACH is the same as 
termination of connection of the usual TCP about each subflow. However, the port number is not 
reusable until a total flow is completed, in case the subflow currently used as a representation 
port number is DETACH(ed). As compared with other flows, the case where the total engine 
performance does not change even if it adds a subflow, and a transfer generate deletion of a 
subflow, when small. 

[0026] SHUTDOWN is processing which completes the communication link by the total flow. In 
the case of SHUTDOWN, while ending each subflow like the usual TCP, when the port number 
concerned is being used to already have ended the subflow as a representation port number, the 
port number is released. 

[0027] RECOVERY is processing performed when a subflow is cut suddenly. Although what is 
necessary is just to arrange data in order of a total sequence number in a total flow since each 
subflow is performing resending processing in the steady state, only when a subflow is suddenly 
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cut in the middle of a communication link, resending processing is carried out using the data 
after the time of having arrived not being checked as RECOVERY processing as a total flow. 
[0028] More nearly finally than the network layer by which the need is carried out, in order to 
realize the above processing, a lower layer is explained. 

[0029] In order to realize the transport layer multi-link communication link of this invention 
which was stated above, it is necessary to constitute the network of two or more network layers 
for every external connection. For this solution, means, such as "multiplexing of a physical data 
link", "multiplexing of a logic data link", and "multiplexing of IP network", can be considered. As 
shown in drawing 9 , "multiplexing of a physical data link" prepares every one physical data link 
for every external connection, and a host connects it to each data link. [ two or more ] For 
example, it is the gestalt which one host 1 0 has two or more Ethernet (trademark) interfaces, 
and connects each to a different physical network. As shown in drawing 1 0 , using the virtual 
LAN (Virtual LAN, VLAN) function which a data link layer prepares, "multiplexing of a logic data 
link" divides a single physical interface into two or more imagination logic data links, and builds it 
as a network which leads to each external connection for every logic data link. Specifically, it is 
Ethernet (trademark) looked at by IEEE802.1Q. VC (VirtualCircuit) of VLAN or ATM is equivalent 
to this. As shown in drawing 1 1 , "multiplexing of IP network" gives each host two or more IP 
addresses for every external connection, and a middle router carries out path control with **** 
of the IP address of a sending agency, and the IP address of a transmission place. Specifically, 
froute, SuMiRe, etc. are mentioned as such router ability. 

[0030] As mentioned above, although this invention was concretely explained based on the 
operation gestalt, as for this invention, it is needless to say for it to be able to change variously 
in the range which is not limited to this operation gestalt and does not deviate from the 
summary. For example, when the router has two or more addresses physically or logically, a 
multi-link communication link is possible, although the communication link between hosts was 
assumed with the operation gestalt similarly between routers. Moreover, although the operation 
gestalt explained the example which extends TCP and realizes multilinked connection, even if it 
extends UDP, multilinked connection is realizable similarly. 
[0031] 

[Effect of the Invention] As mentioned above, according to this invention, in the communication 
link to an external network with two or more external connection from a network, efficient use of 
two or more external connection and selection of the dynamic communication path according to 
the situation of actual data transfer are attained by bundling the communication link for two or 
more external connection paths of every by the transport layer. Thereby, the communication link 
in the Internet etc. can be more efficiently performed at a high speed again. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the conceptual diagram of the protocol stack of a transport layer multi-link 
communication link of this invention. 

[Drawing 2] It is drawing showing the protocol stack in the usual TCP/IP sweet 

[Drawing 3] It is drawing showing the address of a transport layer multi-link communication link 

of this invention, and the relation of a packet transfer. 

[Drawing 4] It is drawing showing the relation between the subflow of a transport layer multi-link 
communication link of this invention, and a total flow. 

[Drawing 5] It is drawing showing the relation between the subflow sequence number of a 
transport layer multi-link communication link of this invention, and a total flow sequence number. 

[Drawing 6] It is drawing showing the data configuration for explaining the relation between the 
subflow sequence number of drawing 5 , and a total sequence number. 

[Drawing 7] Sequential in the transport layer multi-link communication link of this invention It is 
the conceptual diagram of Setup. 

[Drawing 8] Concurrent in the transport layer multi-link communication link of this invention It is 
the conceptual diagram of Setup. 

[Drawing 9] It is drawing showing the multiplexing configuration of the physical data link which 
realizes the transport layer multi-link communication link of this invention. 
[Drawing 10] It is drawing showing the multiplexing configuration of the logic data link which 
realizes the transport layer multi-link communication link of this invention. 

[Drawing 11] It is drawing showing the multiplexing configuration of IP network which realizes the 

transport layer multi-link communication link of this invention. 

[Description of Notations] 

10 20 Host 

30 Network 

101,102 Router 

110,120 Packet 

200 Total Flow 

210,220 Subflow 
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*-y h«(cStfC«ROi1«S»^«K>v;Pf-*-A«? 

- h iv;l^f ij y ? iMfrifefclW'* . 
[00023 

Sft. TCP/ 1 P7Db3/l/Sf^xh^-^tV^ 
oTt^H^ST'Oaftt^fLT . TCP/IP7 

7h7-?I(IP) j r h^^^-hS (TCP^ 

udp) j rrru^-^Hyjij *6*otv»j. 

^-^>yh±OS*^^§ (End-to-End) iW^ 
•y h^KlSr$lJffllL. IP (I nternet Protocl ) ^ I 
CMP (Internet Control Messagre Protocol ) ^ifi 
&biXX\^&. * hyyx-X-YMl lZ-£i<D*Xhfm 

gfttSTCP (TrnsmissionControl Protocol)-^ 
#^^7 r -^^5A^^J|«-r-I.UDP (UserData 
gram P rotocol ) tfmfrttX V \& . r r 7° 'J ^r— a > 

[00033 -f V^-^ -y h3R^<Ofi«H8K?38SR 

^•y hae**o#-o?pai^*atrif 5*hssr 
-j*mwmmcr>-^cr>mm&m*i&i?tLX 

[0 004 3 -f>^-^-y hT'ti. r^. y hV-tMj 

<7)7t3V3)vx'h& i pt^j: o.-'^v Mesio^&sa 
n»«fT*>itTv^. i px-ii. mm^mmzmmz 

f-*-Atiggi^T-cOV/l^-*-A^LTV^^-y h 
iELTV^^-yhy-7 *^^^hgPit^O'?-iX^tC 

SSRLTV^ft*«y h7-^*^W?t7 hcDfflMlzii^ 
S-ti:^ @^-y YV-'7Xim*&fe-thZbX\ m 
[0 00 53 x-^U^^Jf^MTJi. 

mmmmLxmm-ftt^mb ltv;h-'j ^^a^i 

f!iffl$xlTV^I>. Clttti. PPP ( Point-to- Ponit 
Protocol ) <7>i£3Ii: LTiHJS*tT^ 0. i^®^ 

[00063 
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-Ajg«*l/0*4*-y hV-ffrWm*"/ V7—7 

saw sh77^y^ nvtmzttmz'Z srv *fc*>c . >e- 

(7>gf&# hJitf!>afifc:it LTf»flrft»i: 

[00 07] ■7M-*-A^7V7-^*>i5lS 

mzmzimizm^wzzb&x'Z*^. *<?>t&>^ m 

■T-tf-Agsw**-? bv-iwmzitLxfr-T 4 y 
[0008] *&we>mmi.. ^>vtt-j*mwmmz 

[00 09] 

mm*ffim-&tztb(v£m *#»«\ *-y nv-^ 

[ooio] m&commtmz&ttz? n-w»±, # 

[ooii] £ o . ^;kf-*-Asaaaw»fc* 
tj&fsrietc**. ttz. mL<mm*Mmvxvm&< 

[00 12] 

mzximm-z. mm. xmfrbyyxx-vm 

Thh. zzx\ vy^m. *-y vv—jm. b?yx 
#-hm. T7V'>--is3ym0)mmim2bm*miz 
mmx'h&tf. h7>^-wTcp^>uDPi:7 
>\^-v>?tizftfrti&. v>?m* *7h7-?is 



&mmizfihtiz>&*(vmm ( 'j^j ^h^^x-K 
-vm<r>~?)vi-vv7mxmzx (v/i^y^?) » ± 

WT-C'ti. TCP^JtfSILT^BJ^h^X 

[00 1 33 h7 ^x.-K- h Jf v/t^ 'J y >IfI£*iJffl 
tS^xMl Wl««.L<«lfflWfc:«aR<0lPT 

I P T K I- X{± , -e*l"Wl**M»Saifc«J6 LT ±5 *) . 
^jcl PTKPXfciBtT^-y M£iltc^ffl$^ 

#H3W*. 

[ 0 0 1 4 ] S3tC. -f9t LX9Hmm&2^<Q%& 
CD hyyxtf- M7;kf'J >-?3IfI?)i8fci«*W. 
H3ti>UT\ 1 OBfMSfig (V-XfflD <7)*XK 2 
0 ligmffl (fXfU-ygyl) O** h t -t h . 
*x b l o\i%ti?tuv—? 10 1 h/P-? l 0 2 £31 
LTfl*&* y l^-^A. XfcSa*$*lTV**..£tf>* 
ix-e'noi'hgB^t^LT. *xM0lirA. B. 
s 1 . s 2 j fc rx. Y. t 1 . t 2 j 02O0I P7 

r D j h-rs. M'^-y h 1 1 0(i. 3M«7CTF^A (V 
-XTHl^X) r A. B. si. s2j t^FUX 

0. *XM 0j&»4>/P-^ 10 1, ^-y h7-7AOg 

h 2 OlClSM^ixi). 4fe. ^7- -y M 20 
fi. 5*fl7cTH^X rx. Y. tl. t2i£3fe?tTb' 

0 2. *-/hV-^XOgST*Xh2 0lC|£3M$fT. 
^Ti3. TCP/ I P;*Jr«y Mete. i*ft7C#--h# 

-•/H>#-hff) fc*aw*3&«. H3T-{ifsm^ 

[ 0 0 1 5 ] **i-Wi<OJMW«^3i4tiBM5 

yY ■ v- ■ ^yh'comm^h-^^yvt-tm^ r 
TV -tr-is a y&. z<nv—?)V7n--$;m.%k<r>mmt 
nmznm-th. 

[0 0 1 6 ] 124 fc. t/7n-i: N-^;P7Q-Ol 
^<8fct-J2£5W, I24^±5V^T. 200^*h-^;>7 
o-. 2 10J:2 2 0W7n-A, XT'*><i.. 
77D-2 10> 2 2 0{i®^TCPi:|ll«CS^ 

mr&mimizmifcyv-uw'&BWfflmzmK h 

—?)V7U—2 0 0l±%-*r77U— 2 1 0. 2 2 0<7)ii 
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0 . 

[oo 1 7] mz. TCPiz&v&jmzMimizmw 

70- £fjWd P7Kl/X^O— PCOI 
^ftlSTKPAkDfO;. tf-hWiHaMcvvf 1 

ftfl^-h#^{4h-*/U7Q-<7)o-#/Mffl (V— X 

TCP^-^-yxfftLttt, #-9-7-7 
o-^SgiM^-y htcw-r^^-^^xs-f- (-9-7*7 

OTCPio-situM^ns. .rmnju^T. -9- 

7" 7 o - £3C*a & ^f- * OM^Jit i: LTs h - 
v-^y^#-f-$-TCP«0^7*^a LTf=N?--f 
;«b-^^y- yyxffU , #-9-7*7 o-£#f£lJ-f 

o— T'SttKo^-r— i<50l — y>-A# 

[00 18] [25 #t7-7n-^lA-y 7 b(;# 

Ztite. H6KStJ:ai8iSOf-^mM 
0#>£*Xl-20fc*tL-C. x-^ 1 hf-^2tf- 
? 5 (4-9-7*7 a- (A) 2 10«T\ f-^3tf 

4 {4-9-7-70- (X) 2 20O2£S&T\ **i<e*UE 
iH-TSClfcSr^LTV^. ZcoigrS. V-XfflcOfrXb 

1 OT'4. TCPcTj^-^ryxS-f- (f^D-y-T- 

kLTK 2. 32tt-^1. f-?2Sy f 
X-?5KW?*flft(1\ Plt<TCP^-^>-X# 
■f-ttTl. 2 £7*-? 3. x-*4CWeilft{t 
*. ^il(4fi!*t|Sl«T-$>.S 0 -IfUcjD^T. *-XM 
Otlt f-^l-f-^5C. 1 — ryVl^-^Ag 
•f-l~5SrTCP(7)^-7-^a yZmmtXttlfZ. 125 
■Ct±*» Lfc**, #/*?- v h IZteV-x/^Xr- 4 *- 
y 3 y«iP7HVA-#- h#-*f-offl#tt£*u -lit 

(A) 2 10O6R-C«af:3*U x-^3t7 r -^4{4 
-9-7-70- (X) 2 2 0^H-C*B&S*lft.'x*7 i -f 
4— v- 9 yfflIc7)*Xh20T'{4. #-9-7*702 1 0. 2 

2 0g4tS(tlRo^f-^^h-?^7n-2 OOi 

TH 6 fc^-f 7*-^ 1-5 fcgflMW* . 
[00 19] Srfc. H5£i5UT. KtTli-5^IP7 
K^i:^-b#-f-<7)ffl r A . B. si. s2, Plj 

fitO rx. Y. t 1 . t 2. P 2 j £ftSlTr*P7. ■ ft 

[0020] #-9-77o-t7)^{4. TC POif^Wl 



X. SETUP, ATTACH, DETACH, SHU 
TD OWN „ RECOVERY^)5om. 
[002 1] SETUPI1 -?)V^)y9<F>Wfc$:iLto 

±yfh*mx\ -9-7-7 n-<o«as— 

ential setup t\ ^^-9-7-7 D-Otf^SrMWcSS^ 
T ^T'^iaT V •>< concurrent setup*'fc ^> . 
[0022] Sequential SetupT"(4. — PgO 
MSSSrill»-9-7-7o-t-7V^-CMP ( Multi - 1 ink E 
xtension Protocol) _REQUERSTOt7y3> 
£fWCTCP<7)3-'/-xW • JWYiss-A 7t,z£&-t 
•y h T •■/ TSrfr o . iiftffl^** r- 5 fX*- r- 

x-f ^<7)^MP_GLANTEDct)j1-7-^ 3 >-£#lt 
^ACK2r^-T. COMP_GRANTED^7-fe- 

^) #*tf-5-$*UC^S (^^yj-rfil^O^-OfO I 

-£(4. ffeOgS*r^ii--S-^-7-70-^^T'r->I«0-fe-y h 
T-y7*&tf-5. Sequential SetupCD%£-{j\ ^CO0tO 
Oigig^o-tf/UT r-*PX ■ Tit- hj&'ftflT r-*l-.x • ft 
m#-bb%&. t7'7D-^7h^7U^> * 
0-9-7-7 D-£teoTiIft£gB«?-r& (^T-vbizli 
ffiftois-'tryx^lztiuz. Y-9)V^—^yxm^rifi 
ffilbtlk) . ff!l<-0gS*fc7)-9-7-7o-(=raLT(4. f^C 
^<|>ATTACH^Il^«fcO-9-7-7D-2:iBiPL-CV^ 
<. [537 Sequential SetupO^fcfeHSr^-f . 
[ 0 0 2 3 ] — Concurrent SetupT'14. 
sgS&O a*>OlJ;D7<#v ^Sc7)«to-9-7- 7 n-cot 
WiZmmiZ*:-y hTvZTth. Z<Di%&. t-r. m&tiz 

-t-y bT'vr-s-h&m.mzmLx. a-^/um^r^u 
xt^-hm^w^-r^, -eLT, #-9-7-7 o-o-b 

•yhT-yT<7)mz^ MP_REQUESW7y 3 y 

T C P«BR ( S»(W/'7 o- ) - U 

if MT-J>& i k ^MK!fe«>t:'Wffl$it* . «**«»t* 
1j&h5>X#-hM -?>\^h V>7 izttfc LmhHfe 

^^ojn^ffl^ffls (tgwrnam) nttttrvux ■ ft 

i^-fiU MP_GRANTED03f7*v'3>'t-:-fr 
Oftar H PA • hh7 o-MSO^Srftttr 3 

-»7X>f • J\yY^3.A ^(OACKSrig-r. ~Ogl^ 
<7)1r7-7D-tCOV^T(4. h— ?^7D- Oftar HP 
A • ftft-K- h t 7 D-iUJiJ I D $r#(ffcM P_GRA 
NTEDSrACKk^Cig-t. 08 1 Concurrent Set 
up<7)«fcf;!2£^-r. 

[00 24] ATTACH-C*(4-9-7-7D-<7)iIjD2:fi : d 

(l27#-fs) . ATTACH^ntiit v^y^^tc 

*ti5L'CV^ffl#(cSfLrMP_ATTACH<0^-r^ 
a >k 7D-iESlJ^^#ftT-9-7-70-0^^fi ; d. 



7D-A>^^-7^t.rj:^ll M P ATT AC 

HEDSr#(tTACKSrjg-r. f/7D-c7)-fe7 hT? 

Xh-^l^-^V^S-ttffK > . dc/)ATTACH 
tiSt^n- OiEJDfi. bu^«9 Sequential Setup 

[00 2 5] DETAcmt-tyyu-conm^no. 

DETACHlzJ:^-9-7'7n-coBiJl^ti. #t/7D- 
^ov>r{iii^<7)TCPO«i!0*ITi:l§Il:T'S>i>. ffl 

[0 0 2 6] SHUTDOWNIil — ?)V~7U—X'<rm 
m*^-T-tZ>$mX'hh. SHUTDOWNWgtll 
r^n-^iiS^TC P t FfflttaBTfi k i: *> 

[0027] RECOVERYI1 3t#L t7'7D-*>' 
if^/iWi. RE COVER YiJQSi: L"C» JgWiCk 

[0028] s.mz. vitcoumzzm-t &&iz<&m2 

[0029] PXklz&'VzX o 3r#%HJtf) h 5 l/XX- 

hm-?n^-v yfmmzmm-t&tzMzit. zfmtm 

mzM$t<7)*>y h7-7m<?)*-y r-«7- ?£«§l£-f 

mtfihh. z<r>mmz\& rftif-^y^^^Mj 

;L14\ — :X9*.X r- 1 0#1tS0M — «M-y r- (S^ffi 

u^^^m-ftj micuzTjk-fxdiz. 7-?vy 

?JKOfflS-f£{£&LAN (Virtual LAN, VLA 



) 12001-60956 (P2001-6!^ 

n) mmimmLx. m-nmmj ^-7 a ^rs 

g[O^SlW^MST- * 'J > ? fc 4HW LT , #* <?>f&Jl 

xaarr* ko-c&s . 1 e e e 8 0 2 . 

lQfc|,^4Eth-ernet (fiftiM) VLA 
N^»ATMWC (Virtual Circuit) j&*£il(Cffl3-f 

4. riP*7 F7-^<7)#itj t4. 01 l£jjcfi 
*¥f&)/b-9tmt£z&> I P7 r-'l^ki*f&5fc 

0)iPTvux<7)mx.zi,^xmB&fflm-&i>e>xh 

;<^«t ^/l^^Sit LtlftWtii, froute^ 
S uM i Relfj&^tf hKh . 

[0030] JJLL. *5ffiBtlBftJBaRfcX^#**«fc 

<r>X'tc<. ZcD^'g$:mBSlL%^mttz&^xn«$3i 
WC*4£fc»i$J»Ta*. SS«JBIR"tt;fcx. 

fc. ^SS®ST{4TCP^tJ3gLT-7^U^^«S!^ 
WSfthWkWm^KW. UDP£«5RLTt>n3«fc:v 

[003 1 3 

[HajoS&m] JJLh^idfc. *5WBfcJ:/Uf. ?S&tf> 
WWaKfefto+v h7-7^<i^7 h y-?w> 

x-hmxjpMz ztizzK). m$Lcon-i$mmco%)im 
mm*?, mmn^-fm&vvmizj&ttzmftfcmim 

t'lzmf^mm^x <o%mM< ttmsmtzno z tatx- 
[EnB<o«Jit*siW] 

[01 ] *zmv>hy>x#-hm-?/\s j f-v >7mmv> 

[02] iiS^TCP/i pxj -hiztm&ynh? 
;UX? v 9 tt-tmX'foZ, . 

[03] ^^Bjco h 5 ^x^- h- rn^iv^- 'j >^3ifto 
[05] *mw(7) hy>x#-b m-?f\^f- v>? mm<7) 

•y-yyu—is—yyx&m: ) — ?;b7o-y-tyx 

[06] I5<0t7'7n-y-^yxfft 1 — ftVis 

-y yxm^m&z mm-r h t^^f- 9 m^^-t 
mx'h&. 

[07] *%Bj£7) h yxTtt- h m-?>\^~ v ytmmiz 

fc(t!> Sequential SetupCD8fctmX'f>& , 

[08 ] i£m\<r> V y y^^-Mv/H- y >-^iafStn 

iJft ^ Concurrent SetupOifcSdlfS) 4 . 
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[09] ^BJOh^^X.-K-hiiv/^U^^jifiSr 

h. 

[0ii] *&m<?> h y isxx- vm-?^ u >?mm 

[01 3 



[«r9S>BHB] 
10,20 *Xh 
3 0 ^7b7-^ 
10 1, 10 2 tV-^f 
110, 120 rtjr»h 



200 



2 10, 2 20 t77D- 



*x h 1 o 



*X K 2 0 




7*f ') 



TCP-WJ3P 



I P 



h?— * 3 0 



im2] 



[04] 



HTTP. MAIL4 



TCP*UDP 



1 P, I CMP* 



Destination 18 



200 I — 




^7D- CA) 




22 0 ^^D— (X) 
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[1233 [[253 



Destination 0 
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[08] 



[09] 



Concurrent S> e"tuc> 




1 



1 



200 



[010] 



1 



VLAN x 
V L AN y 



L 



J— 



&3 



[HI 1.] 
f» ^ k — <? <r> 

Destination fa 




P address al 
P address a2 



Source fl 



K3RtFrfOTK*W-TB3.»l-9' B 



F?— A<##) 5K030 GA03 HC01 HC13 HD03 1306 
LE03 MB13 
5K033 AA01 AA03 BA05 CC01 DA06 
DB18 

5K034 AA01 AA07 DD03 KK28 
9A001 CC02 CC06 JJ12 JJ25 KK56 



